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Installing SCUP 2011:

& Computers

= Downstream Servers
§# Synchronizations
& Reports

:=| Options

& Update Services -8 x

%7 File Action View Window Help -[5]

5] Update Sevices

4 &) SCCM .
b & Updates -

Windows Server Update Services
Use this snap-in to quickly and reliably deploy the latest updates to
your computers. To connect to a remote server, on the Action me...

1
E
g
Servers Administered from This Console
& SCCM

SCCM Computer Status SCCM Update Status

Updates with
uters with errors

Computers needing

upd

Install WSUS (If needed). This can
be WSUS 3.0 SP2 or WSUS on
Server 2012 or greater. If

using WSUS 3.0 SP2, You should
also install KB2734608. If SCUP
2011 console is going to be
installed remote from the WSUS
server, you need to install the
WSUS Admin Console using the
RSAT installer for the OS you are
running. The hotfixes should be
applied on the WSUS Server and
SCUP console (if remotely
installed) for WSUS 3.0 SP2.

Administrator; Command Prompt

ISNPUSUS-KB2538678—x64 . exe

If using WSUS 3.0 SP2, You will
need to install KB2530678. The
hotfixes should be applied on the
WSUS Server and SCUP console
machine (if remotely installed).

Ls Microsoft .NET Framework 4 Setup
! Your installation will not occur. See below for reasons why.
Details

1. Microsoft .MNET Framework 4is already a part of this operating system. You do not need to install
the .NET Framework 4 redistributable. More information.

2. Same or higher version of .MET Framework 4 has already been installed on this computer.

Please see Microsoft .MET Framework 4 Setup readme for more information.

Close

Download and Install Microsoft
.NET Framework 4.0 (If Needed).

Patch My PC - Installation and Configuration Guide



http://www.microsoft.com/en-us/download/details.aspx?id=12390
http://www.microsoft.com/en-us/download/details.aspx?id=17718

X Administrator: Command Prompt

ECUP>EystenCenterlpdatesPublisher mzi

Run SCUP 2011 Installer from an
elevated command prompt.

i Setup Wizard for System Center Updates Publisher 2011 -

S Microsoft

- System Center
Updates Publisher 2011

Welcome to the Setup Wizard for System Center
Updates Publisher 2011.

This wizard installs the required components for
System Center Updates Publisher 2011 to enable
creating custom update definitions and publishing
custom updates to System Center Configuration
Manager.

To continue, Click Next.

[ Next > H Cancel [

Click Next.

iz Setup Wizard for System Center Updates Publisher 2011 -

WSUS 3.0 SP2 hotfix dependency
Microsoft Windows Server Update Services 3.0 SP2 hotfix is dependent

System Center Updates Publisher 2011 reguires the following Windows Server Update Services
(WsUS) 3.0 SP2 hotfix be installed on all WSUS servers in the Configuration Manager
environment induding the Updates Publisher computer, To download the update dick on the
button below.

| Install Microsoft Windows Server Update Services 3.0 SP2 hotfix

<Back || MNext> || Finish

Click Next.
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http://www.microsoft.com/en-us/download/details.aspx?id=11940

= Setup Wizard for System Center Updates Publisher 2011 -

License Agreement
‘You must accept the license agreement below to proceed

MICROSOFT SYSTEM CENTER UPDATES PUBLISHER 2011

PLEASE NOTE: Refer to your license terms for the Microsoft System Center
software product for which this supplement is applicable (the "software™) to
identify the entity licensing this supplement to you and for support information.
You may use a copy of this supplement with each validly licensed copy of the
software. You may not use the supplement if you do not have a license for the
software. The license terms for the software apply to your use of this
supplement.

accept the license agreement;

Review and accept the license
agreement then click Next.

(_) I do not accept the license agreement | Print license agreement |
| < Back || MNext = | | Cancel |
7! Setup Wizard for System Center Updates Publisher 2011 x| Accept the default installation

Installation Location
Spedify the installation location for System Center Updates Publisher 2011

Setup will install Updates Publisher in the following location. Click Browse to select a
different location.

Location:

C:\Program Files (x86)\System Center Updates Publisher 2011Y

| < Back || Mext = || Cancel |

location and click Next.

15 Setup Wizard for System Center Updates Publisher 2011 -

Installation
Setup is now ready to begin installation

To start installation, didk Mext, To review your settings, dick Back.

< Back || Mext > || Cancel

Click Next to begin the
installation.
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SCUP 2011 Configuration:

&2 System Center Updates Publisher 2011
F_
LA
System Center Updates Publisher 2011

Systern Center Updates Publisher allows users to
import software update catalogs, create, modify,
and export software update definitions, and publish
software updates into Configuration Manager
environments,

About System Center Updates Publisher
Version: 5.00.1727.0000
2 2011 Microsoft. All rights reserved.

Start System Center Updates
Publisher 2011 from the start
menu ensure to run as
Administrator.

From the ribbon, click Options.

i System Center Updates Publisher Options

Update Server

Enable publishing to an update server

Settings

Confighgr Server . o L
Configure the update server to use for publishing, WSUS Administrators group

rights are required on the update server for you to successfully publish software

Trusted Publishers updates.
Proxy Settings (@) Connectto alocal update server
() Connect to a remote update server:
Advanced Use 551 when communicating with the updates server

Port 80 Test Connection 'Q”

Signing Certificate

The signing certificate is used to digitally sign the content you want to
publish to the update server, Browse to an existing signing certificate and
choose Create, or leave File empty and choose Create to have the update
server generate a self-signing certificate,

File:

Browse... Create Remove

Last recorded update server certificate
Certificate issuer. Mo certificate information is available

Expiration date:

On the Update Server Tab, Click
the checkbox to “enable
publishing to an update server”.

In the settings, choose one of the
radio buttons to “Connect to a
local update server” or “Connect
to a remote update server:”.

If your SCUP console is installed
remotely from the WSUS server
choose the remote option and
configure the server settings.

Note: In this example, we choose
the “Connect to a local update
server” since SCUP is installed on
the WSUS server.

Test Connection

The test connection succeeded. However, no signing certificate was
detected for the update server. You will not be able to publish content
to the update server without first registering a signing certificate,

7 1N

Click the “Test Connection”
button.
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Update Server

. Confighgr Server
Trusted Publishers
Proxy Settings

Advanced

Enable publishing to an update server

Settings

Configure the update server to use for publishing, WSUS Administrators group
rights are required on the update server for you to successfully publish software
updates.

Test Connection

Successfully applied a new signing certificate and connection test was successful,
You must add the signing certificate that is used for publishing to the following
certificate stores on the computers that run System Center Updates Publisher and
Windows Server Update Services: Trusted Publishers and Trusted Root Certificate
Autherities. The settings for this connection are not saved until you click OK on
the Options dialog box.

File:

Browse... || Create || Remove

Last recorded update server certificate
CM=WS5US Publishers Self-signed
6/15/2019 5:10:55 PM

Certificate issuer:

Expiration date:

Next you need to determine if you
will use a self-signed certificate or
a certificate from a PKI (If using
PKI see this guide to certificate
creation).

If using Server 2012 R2 and self-
signed certificates, view this post
on how to allow Server 2012 R2
WSUS server to create a self-
signed certificate.

Click the Create (creates a self-
signed cert) or Browse (to select
PKI cert you created) button and
choose OK on the message box.

Note: In this example, we clicked
the Create button and will use a
self-signed certificate.

Update Server

ConfighMgr Server
Trusted Publishers
Proxy Settings

Advanced

System Center Updates Publisher Options -

Enable Configuration Manager integration
Settings

Enter the Configuration Manager Central Site or Central Administration Site [CAS)
that is used to check whether update content should be provided during
publication.

(@) Connect to a local Configuration Manager server
() Connect to a remote Configuration Manager server:

MName:

Test Connection 'Q'

Specify the threshold values that control the software updates that are published
with full content. Prior to publishing, these values are checked and the software
update is published with full content only when it meets both requirements. If
both requirements are not met, the software update is published with only

metadata.
Requested client count threshold: 1
Package source size threshold (MB): o

Click on the ConfigMgr Server tab
in the Options pane.

Check the “Enable Configuration
Manager integration” checkbox.
This allows us to use the
Automatic publication type from
the SCUP console.

In the Settings, Choose the
“Connect to a local Configuration
Manager Server” or “Connect to
a remote Configuration Manager
server:”.

Note: In this example, we choose
“Connect to a local Configuration
Manager server”.
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http://blogs.technet.com/b/jasonlewis/archive/2011/07/12/system-center-updates-publisher-signing-certificate-requirements-amp-step-by-step-guide.aspx
http://blogs.technet.com/b/wsus/archive/2013/08/15/wsus-no-longer-issues-self-signed-certificates.aspx

Test Connection

The connection test to Configuration Manager was successful. The settings for
this cennection are not saved until you click OK on the Options dialeg box.

Click the “Test Connection”
button.

Click OK on the message box.

Specify the threshold values that control the software updates that are published
with full content. Prior to publishing, these values are checked and the software
update is published with full content only when it meets both requirements. If
both requirements are not met, the software update is published with only
metadata.

Requested client count threshold: 1

Package source size threshold (MEB): o

Note: You can optionally
configure the values used for the
Automatic publication type in
this tab.

(4]

Available snap-ins:

Snap-n Vendor n.

%.ﬂ.cﬁve Directory Da... Micresoft Cor...

Bip:;.ﬂ.n:tive Cirectory Site... Microsoft Cor... | _

: Active Directory Use... Microsoft Cor... =

= ActiveX Contral Microsoft Car...

2 ADsI Edit Microsoft Cor. ..

.ﬂ.uﬂﬁurizatil:un Manager Microsoft Cor,..

E‘ﬁ] Micrasaft Car, ..
=, Component Services Microsoft Cor...

;ﬁ' Computer Managem... Microsoft Cor. ..

=y Device Manager Microsoft Car. ..

=5 Disk Management Microsoft and. ..

é DS Microsoft Cor...

@ Event Viewer Microsoft Cor...

| Folder Microsoft Cor... | |

Open up a MMC console

Click Start, Run and Type MMC
then click Enter

Click Ctrl + M to open the
Add/Remove Snap-in wizard

Click on Certificates and click add.
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https://technet.microsoft.com/en-us/video/scup-2011-how-to-use-the-automatic-publication-type.aspx

Certificates snap-in I | choose the Computer account
option and then click the Next
button.

This snap-n will always manage cerificates for:
() My user accourt
() Service account

(®) Computer accourt Click the Finish button.

Click the OK button to open the
Certificate Snap-in.

< Back Net> | | Cancel |

& Console1 - [Console Root\Certificates (Local Computer\WSUS\Certificates]

: In the Certificates Snap-In,
File Action View Favorites Window Help
e EEIEE Browse to Certificates > WSUS >

I Console Root lssued To  * Issued By Expiration Date  Intended Purpo... .

4 [l Certificates (Local Computer) TLIWSUS Publishers Self-signed WSUS Publishers Self-signed  6/15/2019 Code Signing Cel’tlflcates.
b [ Personal

| Trusted Root Certification Authorities

| Enterprise Trust

| Intermediate Certification Authorities

You will see the WSUS self-signed

| Untrusted Certificates

:j?:\::;:aprteyozlo:tCartlﬁcatlonAuthormas Certiﬂcate in th|S nOde.

| Client Authentication lssuers
| Remote Desktop
| Certificate Enrollment Requests
| Smart Card Trusted Roots
] SMS
| Trusted Devices
| Web Hosting
= Wsus
| Certificates

LT T T T T TTTTTT T T T

lssued To - lssued By Right click the certificate > Click
|5 WSUS Publishers Self-signed WSUS Publishers Self-signed All Tasks > Click Export.

Open

All Tasks ] Open

Cut Export...

Copy

Delete

Properties

Help

Patch My PC - Installation and Configuration Guide



=+ Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lizts from a certificate store to your disk.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

Mext || Cancel |

Click Next on the “Welcome
Wizard”.

In the “Export Private Key” page,
leave the default “No, do nor
export the private key” selected
and click Next.

In the “Export File Format” page,
leave the default “DER encoded

binary X.509 (.CER) selected and
click Next.

In the “File to Export” page,
Browse to a location and enter a
filename for the certificate file
and click Next.

Note: we will use this file and
import it into a group policy
object. In this example, we saved
the file to C:\WSUSCert.cer.

(€) = Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

‘You have specified the following settings:

File Mame C:\WSUSCERT. cer

Export Keys Mo

Include all certificates in the certification path Mo

File Format DER. Encoded Binary ¥. 509 (*.cer)

Certificate Export Wizard -

The export was successful,

Finish || Cancel

Click Finish and then OK on the
message box.
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[

=
5L File Action View Window Help

Y AEREIEER )G

|54 Group Policy Management
El _ﬂ Forest: CONTOS0.LOCAL

CONTOSO.LOCAL
Status | Linked Group Palicy Objects I Grou

4 [ Domains

Create a GPO in this domain, and Link it here...

a |3 CONTOSI
s Defau
b [E] Doma Link an Existing GPO...
b [ Group Block Inheritance
b ¥ WM Group Policy Modeling Wizard...
b L& Starte o ]
s o New Organizational Unit
b L[ Sites
sri Group Policy Search...

\+ Group Policy

Change Domain Controller...

Remove

Active Directory Users and Computers...

View 3
Mew Window from Here

Refresh

Properties

Help
01

We will now distribute this
certificate using Group Policy.

We will create a new GPO at the
root level so all machines will be
able to install third-party
updates. You can optionally use
the Default Domain Policy.

Right click the Domain and
choose “Create a GPO in this
domain, and lick it here....”.

Mame:

New GPO

|SCLIF‘ Settings|

Source Starter GPO:

| (none)

| oK

Cancel |

In our environment, we called
the GPO SCUP Settings.

a2 SCUP Settings

[ e o

Edit...

Enforced
Link Enabled
Save Report...

View

Mew Window from Here

Delete
Rename
Refresh

Help

T IIIEEEt

Right click the “SCUP Settings”
GPO and Click Edit.
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=[ SCUP Settings [SCCM.CONTOSO.LOCAL] Policy
4 i Computer Configuration

4

b
4

>

Object Type
| Encrypting File System

" Policies _| Data Protection
| Software Settings | BitLocker Drive Encryption
1 Windows Settings | BitLocker Drive Encryption Network Unlock Certificate
|| Mame Resolution Policy

4

| Automatic Certificate Request Settings
| Trusted Root Certification Authorities
| Enterprise Trust

=] Seripts (Startup/Shutdown)
i Security Settings

b o Account Policies

[ j Local Policies

b 2 Eventlog

I+ |4 Restricted Groups

| Intermediate Certification Authorities

| Trusted Publishers

| Untrusted Certificates

| Trusted People
7] Certificate Services Client - Certificate Enrollment Policy
7l Certificate Path Validation Settings
7l Certificate Services Client - Auto-Enrollment

I [ g System Services
I+ [ 4 Registry
I» [ File Systemn
3 i; Wired Metwork (IEEE 802.3) Policies
I Windows Firewall with Advanced Securit]
| Metwork List Manager Policies =
3 ;_‘“1‘ Wireless Network (IEEE 802.11) Policies
4 [ Public Key Policies
1| Encrypting File System
| Data Protection
|| BitLocker Drive Encryption
|| BitLocker Drive Encryption Metwork L
" Automatic Certificate Request Setting
| Trusted Root Certification Authorities

tion Authorities
All Tasks

Refresh

Help

Navigate to Computer
Configuration > Policies >
Windows Settings > Security
Settings > Public Key Policies.

Right Click “Trusted Root
Certification Authorities” and
Click Import

Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lizts from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Mext.

Mext || Cancel |

Click the Next button on the
“Welcome” wizard.

On the “File to Import” page,
browse out to the certificate file
location where the certificate
was exported.

In our environment, the File
name was C:\WSUSCERT.CER

In the “Certificate Store” page,
verify “Trusted Root Certification
Authorities” is set and click Next.

Click Finish.

Click OK on the import was
successful message box.
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|=[ SCUP Settings [SCCM.CONTOSQ.LOCAL] Policy

4 {8 Computer Configuration

4

| Policies
b [ Software Settings
4 [ Windows Settings

sl

T

-

a4

| Mame Resolution Policy

Scripts (Startup/Shutdown)
Security Settings

55 Account Policies
i Local Policies
i Eventlog

# Restricted Groups
A System Services
A Registry

4 File System

Sl Wired Network (IEEE 802.3) Policies

~| Windows Firewall with Advanced Security
“| Metwork List Manager Policies

Zaff Wireless Network (IEEE 802.11) Palicies

~ Public Key Policies
~| Encrypting File System
~ Data Protection
* BitLocker Drive Encryption

_| BitLocker Drive Encryption Network Unlock Cer|

* Automatic Certificate Request Settings
_| Trusted Root Certification Authorities

>

-

Issued To Issued By

5/ WSUS Publishers Self-signed WSUS Publishers Self-signed

Verify the Certificate was added
to the “Trusted Root Certification
Authorities” node within the
Group Policy Object.

o

!
lis

| Trusted Publishers

mport...

All Tasks 3

View 3

Refresh
Export List...

gt

Help

T mrmn el afer: T alicis dleFie

Repeat the previous three steps
for the “Trusted Publishers”
store within the Group Policy
Object.

= SCUP Settings [SCCM.CONTOSO.LOCAL] Policy

4 {5 Computer Configuration

| Policies

[

-

| Software Settings
Windews Settings
| Name Resolution Policy

& Scripts (Startup/Shutdown)

[N

T Security Settings

I i Account Policies
b & Local Policies
b o Eventlog

3
3
3
3

5 Restricted Groups
7 System Services
5 Registry

# File System

[ i; ‘Wired Network (|EEE 802.3) Policies

3

-

Pl

“| Windows Firewall with Advanced Security
| Network List Manager Policies

Zafl Wireless Network (IEEE 802.11) Policies

| Public Key Policies
| Encrypting File System
*| Data Protection
| BitLocker Drive Encryption
| BitLocker Drive Encryption Network Unlock Cer|
| Automatic Certificate Request Settings
~| Trusted Root Certification Authorities
| Enterprise Trust
°| Intermediate Certification Authorities
| Trusted Publishers

Issued To Issued By
(S WSUS Publishers Self-signed WSUS Publishers Self-signed

Verify the Certificate was added
to the “Trusted Publishers” node
within the Group Policy Object.
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Options:

Supperted on:

A Allow signed updates from an intranet Microsoft update service location
E} Allow signed updates from an intranet Microsoft update service location iz
) Mot Configured ~ omment:
®) Enabled
O Disabled

At least Windows Server 2003 operating systems or Windows XP Professional with
5P1, excluding Windows RT

Help:

This policy setting allows you te manage whether Automatic
Updates accepts updates signed by entities other than Microsoft
when the update is found on an intranet Microsoft update
service location.

If you enable this policy setting, Automatic Updates accepts
updates received through an intranet Microsoft update service
location, if they are signed by a certificate found in the "Trusted
Publishers" certificate store of the local computer.

If you disable or do not configure this policy setting, updates
from an intranet Microsoft update service location must be
signed by Microsoft.

Mote: Updates from a service other than an intranet Microsoft
update service must always be signed by Microsoft and are not
affected by this policy setting.

Mote: This policy is not supported on Windows RT. Setting this
policy will not have any effect on Windows RT PCs,

_EI-

‘CK

|| Cancel || Apply |

Within the same group policy,
Navigate to Computer
Configuration > Administrative
Templates > Windows
Components > Windows Update.

Choose “Allow signed updates
from an intranet Microsoft
update service location”.

Click “Enabled”.

Click the OK Button.

swrgpupdate

-]
:ﬁ File Action
«= zn@E B

| Conscle Root

View  Favorites

CREIN 7 Wa:

pdating policy...

Console1 - [Console Root\Certificates (Local Computer)\Trusted Pul

a -EilJ Certificates (Local Computer)

B | Personal
4 | Trusted Root Certification Authorities
| Certificates
I | Enterprise Trust
b || Intermediate Certification Authorities
4 | Trusted Publishers
| Certificates

Administrator; Command Prompt

omputer Policy update has completed successfully.
ser Policy update has completed successfully.

Window Help

-

~ ||| Issued Te Issued By

] WSUS Publishers Self-signed WSS Publishers Self-signed

Run a gpupdate /force command
on the machine where the SCUP
console was installed to ensure
the certificate is trusted.

You should now have the self-
signed certificate in the “Trusted
Publishers” and “Trusted Root
Certification Authorities” stores
on the machine where the SCUP
console is installed.

B Home Folders

-

Create | Import

&7 Overview
All Software Updates

<% | Updates

Publications
= Rules

| 1] catalogs

Reacy

4 System Center Updates Publisher 2011

Qverview

System Center Update Publisher provides a way to create and manage your own software update catalogs for use
with Microsoft System Center products.

Recent Alerts (0) - Last updated: 6/16/2014 4:53:29 PM

Getting Started

Refresh v

Add Partner Software Updates Catalogs
Add partner software update catalogs to import into System Center Updates Publisher.

Import Software Updates Catalogs
Import software updates catalogs into System Center Updates Publisher.

Create Software Updates
Create a software update to publish or export.

Configure WSUS and Signing Certificate
Provide the settings needed to publish software updates ta a Windows Server Update Services (WSUS),

Assign Updates to a Publication

SCUP 2011 is now installed and
configured.

We will go over importing our
catalog into SCUP 2011 in the
next guide.
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