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Installing SCUP 2011: 
 

 

Install WSUS (If needed). This can  
be WSUS 3.0 SP2 or WSUS on 
Server 2012 or greater. If 
using WSUS 3.0 SP2, You should 
also install KB2734608. If SCUP  
2011 console is going to be  
installed remote from the WSUS  
server, you need to install the  
WSUS Admin Console using the 
RSAT installer for the OS you are 
running. The hotfixes should be 
applied on the WSUS Server and 
SCUP console (if remotely 
installed) for WSUS 3.0 SP2. 

 

If using WSUS 3.0 SP2, You will 
need to install KB2530678. The 
hotfixes should be applied on the 
WSUS Server and SCUP console 
machine (if remotely installed). 

 

Download and Install Microsoft 
.NET Framework 4.0 (If Needed). 

http://www.microsoft.com/en-us/download/details.aspx?id=12390
http://www.microsoft.com/en-us/download/details.aspx?id=17718
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Run SCUP 2011 Installer from an 
elevated command prompt. 

 

Click Next. 

 

Click Next. 

http://www.microsoft.com/en-us/download/details.aspx?id=11940
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Review and accept the license 
agreement then click Next. 

 

Accept the default installation 
location and click Next. 

 

Click Next to begin the 
installation. 
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SCUP 2011 Configuration: 
 

 

Start System Center Updates 
Publisher 2011 from the start 
menu ensure to run as 
Administrator.  
 
From the ribbon, click Options. 

 

On the Update Server Tab, Click 
the checkbox to “enable 
publishing to an update server”. 
 
In the settings, choose one of the 
radio buttons to “Connect to a 
local update server” or “Connect 
to a remote update server:”. 
 
If your SCUP console is installed 
remotely from the WSUS server 
choose the remote option and 
configure the server settings. 
  
Note: In this example, we choose 
the “Connect to a local update 
server” since SCUP is installed on 
the WSUS server. 

 

Click the “Test Connection” 
button. 
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Next you need to determine if you 
will use a self-signed certificate or 
a certificate from a PKI (If using 
PKI see this guide to certificate 
creation). 
 
If using Server 2012 R2 and self-
signed certificates, view this post 
on how to allow Server 2012 R2 
WSUS server to create a self-
signed certificate. 
 
Click the Create (creates a self-
signed cert) or Browse (to select 
PKI cert you created) button and 
choose OK on the message box. 
 
Note: In this example, we clicked 
the Create button and will use a 
self-signed certificate. 

 

Click on the ConfigMgr Server tab 
in the Options pane. 
 
Check the “Enable Configuration 
Manager integration” checkbox. 
This allows us to use the 
Automatic publication type from 
the SCUP console. 
 
In the Settings, Choose the 
“Connect to a local Configuration 
Manager Server” or “Connect to 
a remote Configuration Manager 
server:”.  
 
Note: In this example, we choose 
“Connect to a local Configuration 
Manager server”. 

http://blogs.technet.com/b/jasonlewis/archive/2011/07/12/system-center-updates-publisher-signing-certificate-requirements-amp-step-by-step-guide.aspx
http://blogs.technet.com/b/wsus/archive/2013/08/15/wsus-no-longer-issues-self-signed-certificates.aspx
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Click the “Test Connection” 
button. 
 
Click OK on the message box. 

 

Note: You can optionally 
configure the values used for the 
Automatic publication type in 
this tab. 

 

Open up a MMC console 
 
Click Start, Run and Type MMC 
then click Enter 
 
Click Ctrl + M to open the 
Add/Remove Snap-in wizard 
 
Click on Certificates and click add. 

https://technet.microsoft.com/en-us/video/scup-2011-how-to-use-the-automatic-publication-type.aspx
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Choose the Computer account 
option and then click the Next 
button. 
 
Click the Finish button. 
 
Click the OK button to open the 
Certificate Snap-in. 

 

In the Certificates Snap-In, 
Browse to Certificates > WSUS > 
Certificates. 
 
You will see the WSUS self-signed 
certificate in this node. 

 

Right click the certificate > Click 
All Tasks > Click Export. 
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Click Next on the “Welcome 
Wizard”. 
 
In the “Export Private Key” page, 
leave the default “No, do nor 
export the private key” selected 
and click Next. 
 
In the “Export File Format” page, 
leave the default “DER encoded 
binary X.509 (.CER) selected and 
click Next. 
 
In the “File to Export” page, 
Browse to a location and enter a 
filename for the certificate file 
and click Next. 
 
Note: we will use this file and 
import it into a group policy 
object. In this example, we saved 
the file to C:\WSUSCert.cer. 

 

Click Finish and then OK on the 
message box. 
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We will now distribute this 
certificate using Group Policy. 
 
We will create a new GPO at the 
root level so all machines will be 
able to install third-party 
updates. You can optionally use 
the Default Domain Policy. 
 
Right click the Domain and 
choose “Create a GPO in this 
domain, and lick it here….”. 
 
 
 
 

 

In our environment, we called 
the GPO SCUP Settings. 

 

Right click the “SCUP Settings” 
GPO and Click Edit. 



Patch My PC - Installation and Configuration Guide 
12 

 

Navigate to Computer 
Configuration > Policies > 
Windows Settings > Security 
Settings > Public Key Policies. 
 
Right Click “Trusted Root 
Certification Authorities” and 
Click Import 

 

Click the Next button on the 
“Welcome” wizard. 
 
On the “File to Import” page, 
browse out to the certificate file 
location where the certificate 
was exported. 
 
In our environment, the File 
name was C:\WSUSCERT.CER 
 
In the “Certificate Store” page, 
verify “Trusted Root Certification 
Authorities” is set and click Next. 
 
Click Finish. 
 
Click OK on the import was 
successful message box. 
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Verify the Certificate was added 
to the “Trusted Root Certification 
Authorities” node within the 
Group Policy Object. 

 

Repeat the previous three steps 
for the “Trusted Publishers” 
store within the Group Policy 
Object. 

 

Verify the Certificate was added 
to the “Trusted Publishers” node 
within the Group Policy Object. 
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Within the same group policy, 
Navigate to Computer 
Configuration > Administrative 
Templates > Windows 
Components > Windows Update. 
 
Choose “Allow signed updates 
from an intranet Microsoft 
update service location”. 
 
Click “Enabled”. 
 
Click the OK Button. 

 

Run a gpupdate /force command 
on the machine where the SCUP 
console was installed to ensure 
the certificate is trusted. 

 

You should now have the self-
signed certificate in the “Trusted 
Publishers” and “Trusted Root 
Certification Authorities” stores 
on the machine where the SCUP 
console is installed. 

 

SCUP 2011 is now installed and 
configured. 
 
We will go over importing our 
catalog into SCUP 2011 in the 
next guide. 

 


